Digital Twin Technologies: key legal
contractual considerations

by Kay Chand

As we continue into 2023 with
economic uncertainty,
utilising lessons learned from
the Covid pandemic and the
ongoing ramifications of the
local and global measures put
in place to manage the spread
of that virus, organisations
continue to seek efficiencies,
retain or obtain a competitive
edge and measures to improve
productivity.
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more than 50% of enterprises will use
industry cloud platforms to accelerate
their business initiatives.

Industry clouds create value for
organizations by incorporating cloud
services traditionally purchased
separately into preintegrated but
customizable (composable) industry
relevant solutions.

As such, they can increase organizational agility, speed innovation and accelerate
time to value.6 Linked with this Forbes has predicted a bridging of the digital and
physical world via two components: Digital Twin Technology and 3D printing.

So what is Digital Twin Technology?
According to

more digital twins, from factories to machinery to cars to precision healthcare p
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sensors during races, as well as race track temperatures and weather conditions,
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https://www.gartner.com/en/information-technology/insights/top-technology-trends
https://www.forbes.com/sites/bernardmarr/2022/11/21/the-top-10-tech-trends-in-2023-everyone-must-be-ready-for/

Sarah Hayes, CreDO (Climate Resilience Demonstrator)
Project Lead at CDBB (the Centre for Digital Built Britain)
said in respect of [data], security and confidentiality that
this should be baked down into contracts.

Data used in Digital Twin Technology is typically vast, may
be sensitive and may also include personal data. Any
personal data should only be processed in accordance with
the applicable privacy laws, detailed consideration of which
is beyond the scope of this article.

Even if data does not include personal data, it may still be
confidential, sensitive or valuable.

From a legal perspective, it may be helpful to consider the
data as a) the input data (being the source data that is
inputted into the Digital Twin Technology and b) the output
data (being the results of the source data that has been
manipulated and tested and which are capable of review
and analysis by the user).

Typically the procuring entity will want to ensure it retains
control and (where applicable) ownership of the input data.
This should be reflected in the contract.

The parties may need to discuss and agree which entity will
own the intellectual property rights in the output data. One
school of thought is that intellectual property should be
owned by the party best able to exploit it. That is usually
the supplier entity but each case should be considered on its
merits. If it is agreed that the supplier entity is to own the
intellectual property rights in the output data, the procuring
entity may also wish to consider the requirements and
feasibility for, and feasibility of entering into a gain share
mechanism.

The parties will also need to ensure that the contract sets
out how data will be transferred to the owner or controller
upon termination or expiry of the contract and whether
there are any additional charges to be levied by the supplier
entity for carrying out such transfer activities.

Due to the confidential, sensitive or valuable nature of the
data being processed, the procuring entity should ensure
that the contract contains appropriate contractual
obligations on the supplier entity to ensure that appropriate
cyber security measures are put in place in respect of the
Digital Twin Technology including adequate security
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