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Browne Jacobson  | Digital Twin Technologies: key legal contractual considerations

Sarah Hayes, CreDO (Climate Resilience Demonstrator) 

Project Lead at CDBB (the Centre for Digital Built Britain) 

said in respect of [data], security and confidentiality that 

this should be baked down into contracts. 

Data used in Digital Twin Technology is typically vast, may 

be sensitive and may also include personal data. Any 

personal data should only be processed in accordance with 

the applicable privacy laws, detailed consideration of which 

is beyond the scope of this article.

Even if data does not include personal data, it may still be 

confidential, sensitive or valuable. 

From a legal perspective, it may be helpful to consider the 

data as a) the input data (being the source data that is 

inputted into the Digital Twin Technology and b) the output 

data (being the results of the source data that has been 

manipulated and tested and which are capable of review 

and analysis by the user).

Typically the procuring entity will want to ensure it retains 

control and (where applicable) ownership of the input data. 

This should be reflected in the contract.

The parties may need to discuss and agree which entity will 

own the intellectual property rights in the output data. One 

school of thought is that intellectual property should be 

owned by the party best able to exploit it. That is usually 

the supplier entity but each case should be considered on its 

merits. If it is agreed that the supplier entity is to own the 

intellectual property rights in the output data, the procuring 

entity may also wish to consider the requirements and 

feasibility for, and feasibility of entering into a gain share 

mechanism.

The parties will also need to ensure that the contract sets 

out how data will be transferred to the owner or controller 

upon termination or expiry of the contract and whether 

there are any additional charges to be levied by the supplier 

entity for carrying out such transfer activities.

Due to the confidential, sensitive or valuable nature of the 

data being processed, the procuring entity should ensure 

that the contract contains appropriate contractual 

obligations on the supplier entity to ensure that appropriate 

cyber security measures are put in place in respect of the 

Digital Twin Technology including adequate security 


